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Overview

• The Information Commissioner’s Office
• Cloud Computing: A definition
• DPA98 vs. The Cloud

– The Risks?
– The Solutions?

• Eliminating the risks
– Privacy by Design



Who is the ICO? 

• The UK’s independent authority set up to uphold 
information rights in the public interest, 
promoting openness by public bodies and data 
privacy for individuals 

• Enforces and regulate:
– Data Protection Act
– Freedom of Information Act
– Environmental Information Regulations
– Privacy and Electronic Communications 

Regulations



How do we do this?

• Provide information to individuals and 
organisations

• Adjudicate on complaints
• Promote good practice
• Enforcement

– Civil Monetary Penalties
• Audit



Why is this relevant today? 

• DPA98 regulates all personal data processed by 
automatic means

• Huge increase in online security breaches
• SPAM texts
• Illegal trading in personal data
• New technologies

– Smart phones / Geo-location 
– Biometrics in private industry
– Cloud computing



Back to “the cloud”

http://mconnick.files.wordpress.com/2009/11/question-cloud.jpg


Cloud computing: What is it?

Who has knowingly used a cloud computing 
resource? 

What about: 
– Web-based email: Hotmail, Gmail
– Online Software: Microsoft 365
– Social media: Facebook, Twitter, Flickr
– Mobile devices: iOS, Android
– Backup/Storage: AWS, Dropbox, BT Vault
– Hosting: Rackspace, Google Sites 



Not all clouds look the same!



Cloud computing: A definition

“Access to computational resources on demand via a 
network”



Computational resources

“Access to computational resources on demand 
via a network”

• Storage IaaS
• Processor
• Memory
• Files
• Software SaaS



On demand

“Access to computational resources on demand via 
a network”

• “How much you want”
• Often on a pay-per-use basis
• Utility computing



Via a network

“Access to computational resources on demand via 
a network”

• Implies some data transit
• Likely a transfer to a different network
• May be outside of your direct control (i.e. public 

cloud)



DPA98: Back to basics

• Data Controller
– A person who determines the purposes and the manner in 

which any personal data are, or are to be, processed  
• Data Processor

– A person who processes the data on behalf of the data 
controller

– Processor acts solely on the instructions of the controller
• Liability lies with the controller
• Who is the data controller and the data  

processor?



Who determines the processing?
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Layered Services: Dropbox

Data Controller

Data Processor

Data Subject

http://www.google.co.uk/imgres?imgurl=http://iphonesocialmedia.com/wp-content/uploads/2011/01/dropbox_iphone_ipod_touch.jpg&imgrefurl=http://iphonesocialmedia.com/apps/dropbox-iphone-ipad-file-sharing-between-phone-and-computers&usg=__greTei_B4QbuER687hoDJ4IBarU=&h=493&w=600&sz=88&hl=en&start=125&zoom=1&itbs=1&tbnid=-GKns4DBncRD1M:&tbnh=111&tbnw=135&prev=/search%3Fq%3Ddropbox%26start%3D108%26hl%3Den%26safe%3Dactive%26sa%3DN%26biw%3D734%26bih%3D588%26ndsp%3D18%26tbm%3Disch%26prmd%3Divns&ei=AjvvTZvRI9GJhQef2tG3Bw
http://www.google.co.uk/imgres?imgurl=http://www.skycoms.co.uk/images/pc.jpg&imgrefurl=http://www.skycoms.co.uk/pc_setup__connect_in-home_installation.html&usg=__UY7AHNnECV4prMxbYlQsiRdZhjw=&h=283&w=350&sz=15&hl=en&start=6&zoom=1&itbs=1&tbnid=xAMiA3tUxnxaKM:&tbnh=97&tbnw=120&prev=/search%3Fq%3Dpc%26hl%3Den%26safe%3Dactive%26sa%3DX%26biw%3D805%26bih%3D750%26tbm%3Disch%26prmd%3Divnscrm&ei=JzvvTcrxHs24hAe5yLC0Bw
http://www.google.co.uk/imgres?imgurl=http://www.besttechie.net/wp-content/uploads/2011/05/aws-logo.png&imgrefurl=http://www.besttechie.net/2011/05/02/my-faith-in-amazon-web-services-has-been-renewed/&usg=__G35WQI7t4DNmBYKf98YgqZrEZhs=&h=295&w=800&sz=36&hl=en&start=5&zoom=1&itbs=1&tbnid=Ml18uT86jB38wM:&tbnh=53&tbnw=143&prev=/search%3Fq%3Damazon%2Bweb%2Bservices%26hl%3Den%26safe%3Dactive%26biw%3D805%26bih%3D752%26tbm%3Disch&ei=nzvvTZyqLcyFhQfzg7yvBw


Layered Services: The iCloud 
rumour
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The corporate example 

Employees / Customers

Organisation

Third party service 
provider

Data Controller

Data Processor

Data Subjects



What are the data protection 
issues?

• What is personal data?
• Who can see my personal data?
• Where is my personal data?

• Is there really anything new here?
– Security
– Outsourcing
– Overseas transfer rules



What are the data protection 
benefits?

• Potential to be more user-centric 
– Data subject can be in control
– Improved subject access
– Data subject can keep things up-to-date

• Greater transparency / Accountability
• Potential for increased security from a dedicated 

provider



What is personal data?

1. The personal data you place in the cloud
• User profiles
• User data
• Customer data

2. Meta-data 
– Usage data you collect about users
– Usage data your cloud provider collects about 

your users



Who can see my data?

• Security (Principle 7)
– Physical security
– Encryption

• in transit (to and within the cloud provider)
• at rest
• during processing*

– Passwords & remote access
• Provider access
• Data disclosure
• Access by my neighbours*



Where is my personal data?

• Multiple copies in multiple locations
– Where are the data centres?
– Redundant copies
– Back-ups

• Sharding
• Shared resources

– Deletion
– Retention

• Layered services
– Is your SaaS provider using a different IaaS provider?

•         Overseas Transfers (Principle 8)



Other risks?

• Loss of governance (who has access?)
• Lock-in (can you transfer to somewhere else?)
• Isolation failure (eggs in one basket?)
• Data segregation (who’s data is next to yours?)
• Regulatory compliance (can you really transfer the 

risk?)
• Data location (where is your data?)
• Data recovery (can you get it back?)



Thinking about a move to the 
cloud? 

• Conduct a risk assessment before contracting with 
an online services company

– What security do they offer?
– What are the T&C’s / SLAs?
– Can I get my data out? 

• Look at your data:
– How will is be accessed?
– Where will is be accessed?



Guidance

• Ask your cloud  
provider difficult 
questions…





Can the issues be designed out?

• Privacy by Design
• Privacy Impact Assessment
• Do you really need the personal data?
• How long do you really need it for?
• Can you protect some or all of the (personal) 

data?



PbD: Cloud SaaS

• Privacy by default 
– Private profiles

• Transparency
– Third party domains / cookies

• Delete inactive / dormant accounts
• Security

– Forced HTTPS
– Force strong passwords or allow 2FA
– Restrict logon by IP address



PbD: Mobile devices

• The very nature of the cloud enables remote and/or 
mobile access

• Need to make devices “safe to loose”
– Secure storage when not in use
– Remote wipe
– Enforce strong passwords
– Password expiration
– Block failed password attempts
– Trusted devices Time out locks
– External, internal or DMZ?



Summary

• Cloud means different things to different people
• Different implementations have different data 

protection issues
• Data controller must assess the risks and remain 

in control
• Data security and data location key DP issues
• Many issues can be resolved early in the system 

design lifecycle



www.twitter.com/iconews

Keep in touch
Subscribe to our e-newsletter at www.ico.gov.uk

or find us on…
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